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Executive Summary

FUTURE PROOFING:

Wikipedia introduces the concept of Future-proofing as the process of
anticipating the future and developing methods of minimizing the effects of
shocks and stresses of future events. Drawing inspiration from this definition
Quick Heal's Corporate Social Responsibility function has used it as a driving force
to prepare India’s intellectual capital and talent for the future.

In the era of artificial intelligence, machine learning, robotic process automation
and cyber security we foresee a paradigm shift in the skills needed to succeed as
professionals.

Future Proofing is a theme that is driving Quick Heal's CSR initiatives to train and
equip young Indians in partnership with Maharashtra Cyber. It is also an initiative
to give back to society and encourage the recipients of this initiative to pass on
their knowledge gained so that many other young Indians are benefitted.

This compilation on “Future Proofing” will give you a perspective of the various
initiatives like the cyber awareness literacy cell, cyber fair to name a couple that is
being executed across the state of Maharashtra to sensitize, train youngsters.

Future Proofing is Quick Heal's answer to prepare a young, confident India
brimming with confidence, armed with the necessary skills and aptitude that will
make our nation the numero uno of the knowledge economy and become the
intellectual capital of the world.



About Quick Heal CSR

Each step we take at Quick Heal is one towards securing individuals, communities
and society at large. Our initiatives in corporate social responsibility are building a
strong foundation for collective progress. They actively involve the beneficiaries,
who are encouraged to pass on their acquired advantages to others within their
communities.

Several current hurdles to development have been identified by the United
Nations Sustainable Development Goals. Through efforts aimed at eradicating
extreme hunger & poverty, promotion of education, and employment
enhancement & cybersecurity awareness, we seek to provide innovative and
technology-based solutions to these global hurdles. Implemented by the Quick
Heal Foundation, each of these initiatives go on to help ensure a future with a
promise of success and security for all.

VISION

‘Securing futures' - A future, where every individual is empowered to pursue
success, with the knowledge that their personal and professional lives are
secured.

OUR MISSION

To secure the future, by enabling and skilling individuals to lead a
responsible and secure virtual life.

OUR CAUSES

22,87,000+ 40,000+ 2,500+

Lives directly impacted since 2016 Lives directly impacted since 2016 Lives impacted since 2016
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Cybersecurity Education Eradicating Extreme Hunger
Awareness & Poverty
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About Maharashtra Cyber T

Maharashtra Cyber is a nodal agency for conceptualization and implementation
of all the Cyber initiatives/programs for the State of Maharashtra. The department
was established by the Home Department of Government of Maharashtra as the
Office of Special Inspector General of Police, Maharashtra Cyber, vide GR No.
MISC-2015/CR-119/Spl-3A, dated 5th January 2015.

Maharashtra Cyber nodal agency works closely with district police personnel,
cyber-security  experts, law enforcement agencies/public  prosecutors,
pleaders/judicial officials in digital forensics to proactively thwart the cyber threats
arising in the state of Maharashtra. As a nodal agency, the department focuses on
spreading awareness to the Government officials, corporates & public at large
about cyber security and building capability for Maharashtra Police in combating
Cybercrime.

VISION

To create a secure, resilient and trusted cyber ecosystem in the State of
Maharashtra which protects the identity and privacy of its citizens,
promotes online safety, reduces risk and facilitates businesses, while
fostering innovation, economic growth and transparency.

MISSION

To realize the Vision stated above, this policy outlines the following mission
statements:

To create a cyber smart society To secure the State's critical
and develop a cybersecurity information infrastructure and

workforce in the State strengthen its cyber security
backbone

To combat cyber-crime To establish Maharashtra as a

in the State cyber research and innovation

hub
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Message from

SP Balsing Rajput

Maharashtra Cyber is happy to associate with Quick Heal CSR in its
initiatives like Earn and Learn, Cy-Fi Arts Festival and Street Plays.
Awareness, be it online or offline, is only

and the best solution to keep society vigil on happenings in virtual world.
Quick Heal's awareness programs will definitely guide people to adopt
best practices when

they are online, which will finally minimize the victimization rate in near
future which has grown at alarming pace.

Mr. Balsing Rajput
SP, Maharashtra Cyber



The Challenge

Today, we live our lives in the digital world as much as we do in the real world. In
almost everything we do, we use the internet. Be it ordering food, shopping
online, sharing a moment with friends and family and uploading a picture or a
video on social media. While internet connectivity provides opportunities for the
betterment of humankind, it also poses the biggest and most serious threats to
mankind in the form of cyber-attacks.

The underlying roots of these threats lay:
(i) in our ignorance of the understanding of cyberspace and the threats it
possesses;
(ii) in the vulnerability of the IT world, due to lack of required understanding
and skills to make it a safe place.

BACKGROUND

TABLE 9A.1
Cyber Crimes (State/UT-wise) - 2016-2018

Mid-Year

Percentage Projected Rate of
Share of ) Total Cyber
State/UT Population .
State/UT (in Lakhs) Crimes
(2018) (2018)+ (2018)++
1 2 | 3 | & | 5 | & | 7 | & |
STATES:

1 Andhra Pradesh 616 931 1207 4.4 520.3 2.3
2 Arunachal Pradesh 4 1 7 0.0 14.9 0.5
3  Assam 696 1120 2022 7.4 340.4 59
4  Bihar 309 433 374 1.4 1183.3 0.3
5 Chhattisgarh 90 171 139 0.5 284.7 0.5
6 Goa 31 13 29 0.1 15.3 1.9
7  Guijarat 362 458 702 2.6 673.2 1.0
8 Haryana 401 504 418 1.5 284.0 1.5
9 Himachal Pradesh 31 56 69 0.3 72.7 0.9
10 Jammu & Kashmir 28 63 73 0.3 134.3 0.5
11 Jharkhand 259 720 930 3.4 370.5 2.5
12 Karnataka 1101 3174 5839 21.4 654.5 8.9
13 Kerala 283 320 340 1.2 350.0 1.0
14 Madhya Pradesh 258 490 740 2.7 814.7 0.9
15 Maharashtra 2380 3604 3511 12.9 1213.9 29
16 Manipur 11 74 29 0.1 30.8 0.9

As per the National Crime Records Bureau, the number of cybercrimes in
Maharashtra is increasing year on year. Some criminals involved in cybercrime are




naive users who are involved in this out of curiosity. In some cases, victims
themselves have helped criminals by disclosing confidential details like Personal
Identifiable Information (PIl) and banking credentials.

Like in real life we obey social rules and follow etiquettes, it is of utmost
importance in this era of digitization, to know the rules and regulations of the
digital world and obey them. This is possible only by making people aware of the
possible online threats and necessary precautions to be taken.

Quick Heal has built a vast repertoire of knowledge regarding cybersecurity
amassed over a period of more than two decades. The company recognises its
responsibility towards imparting this knowledge and increasing awareness
regarding cybersecurity. Quick Heal has several initiatives that focus on the future
of IT professionals as well as ordinary civilians, to promote improved
programming skills and better cyber practices.



Initiative #1

Cyber Awareness Literacy Cell (CALC)

This initiative endeavours to shape the future champions of cybersecurity. Quick
Heal provides training to Computer Science students regarding cybersecurity and
safe and responsible practices online. These volunteers then go on to conduct
lessons for others. They even receive a stipend for these efforts. Aside from
increasing awareness, it provides professional exposure for the trainers while
also creating an alternate means of revenue generation.

Objectives

+ To promote a culture of responsibility for online presence/virtual existence of
individuals

+ To educate Young India’ about online threats and provide resources and
information which promote online awareness and safety

+ To educate users on their responsibility to help protect the confidentiality
(privacy), availability and integrity of their personal and others' space in the
virtual world

Encourage a sense of, and enable responsible “digital citizenship” for all
Process flow of the Cyber Awareness Literacy Cell
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Outreach

Students' sensitized :

Pune 17,032 | 19,151 | 19,769 | 25,039 22,282 | 16,950 8,825 | 5966 | 13,073 | 1,48,087
Mumbai | 11,642 | 12,206 | 12,350 | 13,739 13,129 | 10,198 | 6,662 | 6,141 2,138 | 88,205
Nagpur 7,281 | 8286 | 8274 | 10,355 11,034 | 10,551 | 6,768 | 7,200 | 8,643 | 78,392

Jalgaon 13,398 | 13,959 | 15474 | 18,239 18,447 | 17,992 | 6,203 | 6,330 | 3,558 | 1,13,600
Solapur 7,645 | 8,050 | 8,845 9,944 10426 | 9,762 | 4,836 | 4987 | 4,814 | 69,309
Aurangabad | 7,040 | 8548 | 8834 | 10214 10,972 | 10,074 | 4,809 | 5,000 50 65,541
Nashik 3,009 | 2,839 | 3462 5,086 5,241 4,789 | 1,901 | 1,039 434 27,800
Sangli 3,091 | 3,051 | 3,327 4,688 4,935 4,578 | 3,438 | 3,478 1,486 | 32,072
Akola 4,538 | 4955 | 5,106 6,070 6,737 6,124 | 1,294 | 1,408 | 2,077 | 38,309
Ahmednagar| 1,103 | 1,447 | 1,766 2,754 3432 | 3113 | 1,570 | 1,998 345 17,528

75,779 | 82,492 | 87,207 | 1,06,128 | 1,06,635 | 94,131 | 46,306 | 43,547 | 36,618 | 6,78,860

Volunteer and presentations details:

Region Students sensitized | Volunteers Presentations
Pune 1,48,087 243 386 731
Mumbai 88,205 78 154 420
Nagpur 78,392 66 167 390
Solapur 69,309 38 168 342
Jalgaon 1,13,600 46 246 568
Aurangabad 65,541 52 125 327
Ahmednagar 17,528 32 50 80
Nashik 27,800 34 75 138
Sangli 32,072 50 82 161
Akola 38,309 26 109 188
6,78,860 665 1,562 3,345
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We would like to thank you for providing
the golden opportunity to express
ourselves. CALC has helped us to boost our
confidence and personality. We got the
opportunity to play the role of a teacher
and guide students on cybersecurity. The
respect we earned was an amazing part of
this activity. All faculties, students and
teachers were highly satisfied with our
presentation. Thanks to Quick Heal team
for giving us the opportunity.”

Swapnil Masalkar &

Rahul Shavi
Annasaheb Magar College, Hadapsar

MEDIA COVERAGE
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TESTIMONIALS

It was a great experience to present on
cybersecurity and social media awareness
in front of a huge crowd. We have
conducted many seminars but this was a
different experience. Till date, We have
reached out to over 1400 students. Our
knowledge speaking ability has
improved a lot. Many thanks to Quick Heal
Team for giving us the opportunity. It will
be definitely help us in future.

and

Shweta Bagul
and Durga Hingwe
Government Institute of Science, Nagpur
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During our sessions, We observed that
many students lack the required
knowledge when it comes to cybersecurity.
We were lucky to work with the team at
Quick Heal to cover such an important
topic. We covered a number of schools in
villages where we conveyed security tips
through the CALC initiative.  Our
presentations were highly appreciated and
we were asked to conduct such seminars
for teachers as well.

Nikita Malpure

and Prajakta Kathe
R. H. Sapat College of Engineering Nashik
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Initiative #2

Cy-FI Arts Festival

Quick Heal Foundation, Maharashtra Cyber and Vishwakarma University joined
hands to organize Cy-Fi Arts Festival 2019 . A unique celebration of artistic flair
and creativity, Cy-Fi Arts Festival is a social initiative that aims to create an
everlasting impact on society by leveraging the power of youthful expression to
drive large-scale cybersecurity awareness.

The initiative focused on igniting a reflection of human life in cyberspace and
showcased contemporary works of art across formats such as short films,
posters, stand-up acts, and essays. Established and emerging content creators
from across the country competed for cash prizes worth INR 1.5 lakh, showcasing
new-age digital media content around the critical need for cybersecurity. The
event received an overwhelming response, receiving over 650 registrations from
across the country, with 162 shortlisted entries judged at the grand finale at
Vishwakarma University.

The award ceremony was held in the presence of with Prof. Samar Nakhate
(Former Dean of Film & Television Institute of India) as the Chief Guest, Dr. Kailash
Katkar, MD & CEO, Quick Heal Technologies Limited, Shri. Harish Baijal, Deputy
Inspector General of Police - Maharashtra Cyber, Dr. Siddharth Jabde, Dean -
Vishwakarma University, Actor Sameer Dharmadhikari and Mrs. Aparna
Dharmadhikari, Dr. Sanjay Katkar, CTO, Quick Heal Technologies Limited and
Anumapa Katkar, HR Head, Quick Heal Technologies Limited.

Objectives

- To create awareness on cybersecurity by encouraging people to create online
content in the form of entertainment

- To preventatively mitigate security, privacy and other threats to individuals,
communities and society

+ To enable institutional and non-institutional actors to enhance initiatives
against cybercrime

+ To collaborate and innovate new solutions and policies in the field of online
safety



Online registration Initial shortlisting Evaluation by
through website by jury external jury

©) 28
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Initial Audience Poll AEL ) Award

Submission Shortlisting Shortlisting Ceremony

Via YouTube,
Online submission Instagram, Award distribution
through website Facebook & screening of films
Registrations: Outreach
No. of Instagram 1,00,000
YouTube 30,000+
Short film 153
Participants 600+
Poster presentation 179
Universities 30+
Essay writing 234
Organizations 10+
Stand-up act 25
: Educational campuses 50+
Quiz 53 reached

GLIMPSES OF
THE ACTIVITY
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MEDIA COVERAGE
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= The award function of the Cy-Fi Arts Festival 2019 was held at
Vishwakarma University campus on November 16.

TECHNO-CULTU RAL GALA BY

efehies feg T
- SR Tieee &1 AR SR Bl ST ST

NI FRféTa dav 3ifderT Fawar

TESTIMONIALS

Maharashtra is amongst the states with the highest number of registered cases of
cybercrime in India. We estimate the actual numbers to be much higher. Given this
growing security challenge, we are delighted to be partnering Quick Heal's CSR initiative -
Cy-Fi Arts Festival. With its engaging format, the event is the perfect platform to drive
greater cybersecurity awareness, both in Maharashtra and on a pan-India level. We are
confident that it will help in facilitating the adoption of cutting-edge cybersecurity
solutions that can help protect data, users, networks, and interactions from sophisticated

cyber threats.
Mr. Harish Baijal

DIG - Maharashtra Cyber
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Initiative #3

Cyber fair

Smartphones and computers have now become an inevitable part of our daily
lives. The internet has so much to offer and yet, is equally a threat if not used
rightly.

Through our CSR vision of “Securing Futures”, we have been playing a very critical
role in ensuring we sensitize netizens about the dangers of the internet and how,
we can combat it. We hosted ‘Cyber Fair, a competitive event of fun and
entertainment activities aimed at educating the youth on the importance of digital
safety and security. We conducted this educational event in association with the
Pune Police and Pankh NGO. Over 250 students enthralled audience through
mesmerizing performances which included one-act-plays, fancy dress, rap, stand
up acts among others.

Dr. Kailash Katkar emphasized on the need to increase awareness regarding
cybersecurity and reiterated Quick Heal's focus on enabling and skilling
individuals to lead a responsible and secure Digital Life.

Mr. Bachchan Singh, DCP, Crime Branch, Pune Police graced the event as Chief
Guest. Mr. Ajay Purkar, a well known actor was the Special Guest at the event. The
jury for the competition included Mr. Sagar Panmand, ACP, Cyber Crime, Pune
Police and Film Director Mr. Kuldeep Dagade.

Objectives

To motivate the youth for safe and responsible use of internet technology.

Process flow

Registrations done Selection was done
in resp. schools in resp. schools

f';"il = e @)

Preliminary

Round Final Round

Registration Submission

Essays, posters, Shortlisted participants
games and slogans performed on the final day
were submitted and winners were declared



Outreach

No. of participants

No. of schools participated
Prizes distributed to students
No. of teachers felicitated

Audience

254
11
45
6

250-300 people (students,
parents, teachers)

GLIMPSES OF
THE ACTIVITY =




- MEDIA COVERAGE

TESTIMONIALS
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Very good initiative. Kindly organize this event on a bigger scale. Good organization and
excellent participation. A big congratulations to the whole team. Keep up the good work.”

Mr.Ajay Purkar

“ Noted Actor .
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Initiative #4

Street play

Objectives

To spread awareness about online safety and cyber cell for citizens to approach
with their concerns of cybercrime.

Outreach
Pune 100 1,02,260
Mumbai 100 11,331 17
Satara 30 10,276 6

] GLIMPSES OF
THE ACTIVITY




MEDIA COVERAGE
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TESTIMONIALS

A street play at Lohgaon was organized for social awareness of the local people. In this
event the sarpanch and villagers gathered on large scale to see the street play. There
were around 150 people that gathered to watch the play. Sarpanch also requested that
we organize such events in four more areas of Lohgaon for the well-being of the people.

Overall it was a wonderful experience.

H.S.Giri, PSI

Lohgaon Police Station
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Contributors

-+ Maharashtra Cyber e

Pl Sr.Pl Sr.Pl Pl Pl Pl
Laxman Kamble Kate Balkrishna Wagh Dattatray Pardeshi Gajanan Kamble Kailash Deshmane
Maharashtra Cyber PCMC Thane Jalgaon Sangli Aurangabad

Pl Pl API API API pSI
Prabhakar Patil Shelke G. D. Ghawate Kirti Mane Vishal Mane Angad Nemane
Ahemadnagar Akola Pune BKC Mumbai Nagpur Jalgaon

PSI PSI PSI PSI Police Naik Police Naik
Anil Dafal Deepak Desle Pratik Koli Rupali Pawar Manoj Rathod Rahul Kirwe
Pune Nashik A'Nagar Pune PCMC Pune Gramin

DU
Const Const Const Const Const Const
Amol Kanade Atul Dere Atul Lokhande Baskar Bharati Dilip Chinchole  Gangadhar Tirthkar

Solapur Pune Gramin PCMC PCMC Jalgaon Thane
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Contributors

-+ Maharashtra Cyber e

Const Const Const Const Head Const
Mahendra Selukar Omprakash Deshmukh Rahul Devikar Suvarna Hadavale Shivaji Mali
Nagpur Akola Akola Thane Sangli

——¢ Quick Heal Volunteers ¢+——

Dhanashree Kishori Mahesh Nishigandha
Tembhurnikar Agnihotri Bhardi Kumbhar

I —— = i
Rahul Thakan
Kocheta Jangawali

—o Implementation Partner e+——

UNIVERSITY

Maximising Human Potential
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Way Forward

At Quick Heal CSR, we are deeply committed to create a secure digital world by
crafting sustainable initiatives in the area of cybersecurity awareness. We are
always on the lookout of various avenues to educate netizens on the dark side of
the digital world. Collaboration continues to be a focus area as we look into the
future. Maharashtra Cyber has played a pivotal role in maximizing the footprint of
our programs and we look forward to associating with them in the future as well.
We will also look out for associations with like-minded corporate, educational and
social organisations.
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